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Introduction S —— GLP /Part 11 Requirements and Replication Instrument Server

. Instrument A Windows 2000/2003 server with a drive array running RAID 5 can serve as the secondary disk-array
Real-Time . . . . e . . o\ )
shown in Figure 1. The instrument server drive array is divided into multiple partitions in order to

21 CFR Part 11 has enacted several mandates to ensure the security, integrity and authenticity of electronic records and signatures. The law outlines controls for
ensuring that electronic records and e-signatures are trustworthy, reliable, and compatible with FDA procedures. The ultimate goal has been to make electronic records
and e-signatures as verifiable and traceable as their paper counterparts. File based instrument data acquisition systems (IDS) pose a particular compliance challenge iy

in that data are often stored to local workstations within individual files that may be subject to deletion, modification or a loss of traceability once the files are moved. H""lﬂ_gg_, Rt Server replicate data from one instrument to a single storage area within the array (Figure 3). This greatly
One solution to this problem is to mirror IDS data files in real-time to a central data repository or instrument server via TCP/IP. The instrument server drive array may be ’ " Instrument #1 Share A facilitates integration with other programs used to process raw acquisition files such as a laboratory
organized into instrument specific partitions with WORM attributes. Access to the instrument server may be controlled using a LIMS system or off-line analytical i Local Drive I information management system (LIMS) or an off-line instrument data system (IDS). For example, in
processing programs. Following this approach, we describe the advantages of this data management strategy within the CRO environment including enhanced file 'TF'_: _:}g | 9 _.//.0/ the LCMS instrument network shown in Figures 3 and 4, the ALIS2004™ instrument file upload
traceability, detailed logging of file uploads, improved data protection and greater facilitation of reporting operational metrics. S = “I7 Instrument #2 module enables the user to select files for upload from the instrument server based on the instrument
Local'@DfiVe specific assigned drive partition. This approach provides significant control over post acquisition raw
: : : - “_=~-...| Pl ’}g data file traceability, a critical 21 CFR Part 11 compliance requirement. A summary of 21 CFR Part 11
Real Time Data Replication Strategies g , S Instrument #W and GLP requirements is provided in Table 1. Figure 5 shows 21 CFR Part 11 required metadata for
Replication is the process of creating a second copy of data on a remote disk-array. Local Drive each replicated _file for each instrum_ent data sys';em. In addition, this arrangc_-:'ment alsc_) allows the
There are hardware-based solutions where the disk-array will transmit data from one / IIDMS / FRMS Replication \ | ) f:alculatlon of drive space consumption rates by instrument as well as operational metrics such as
disk-array to another, and there are software-based solutions where software that _ Ins”ﬁj;? s 2; File | i.gﬂ instrument usage based on user definable parameters.
resides on a host will transfer data from one disk-array to another. There are many IIDMS (Client) —DF;‘\‘ISH'I-(')? 4 ‘~: & Processing
types of replication as well, but two are most predominant, and of these, one is much o 1 Instrument Data SAIDE X | o | : T o 0 e P il e i o e e :
more widely used. The two types are synchronous and asynchronous replication, and T Wl 1 uisition Sust “ St A ==l o —Liquid Handling
C . : : . U 5 quisition Systems orage Array ALIS 2004 )
synchronous repl.lcatlon is used only in special circumstances when a second exact | \ LIMS Server E‘% SystemJ GLP/Part 11 Requirement Instrument Server w/ Replication
copy of the data is a must. aa. T IP Network E;
. | o B ' — IDMS/FRMS Flg ure 3 @ Preservation of Raw Data Delete is blocked at Instrument Server
Synchronous Replication - Replication ’ . . o o
This form of replication adds a degree of latency to the overall data protection process. *ﬁ"—gﬁ Server @ Data Traceability & Reconstruction Instrument file point of origin Is recorded
However, it does ensure that each disk-array has the exact same copy of the data. How — = LCMS Instrument Network @ Disaster Recovery Data replica maintained in real-time
does it work? When the application writes a piece of data, the replication engine 0 Data Acquisition System ® MSMSQ based FRMS Service @ Instrument Performance Qualification | Instrument files scanned at upload for anomalies
intercepts the write and sends it to the primary disk-array as well as the secondary disk- Initiates File Creation Propagates File Replication To Figure 4 shows a schematic of the LCMS instrument network similar to one deployed at ’ . L e Lok
array. Only when both systems have confirmed that the write has made it to disk does Storage Device Alta Analytical Laboratory (El Dorado Hills, CA). The availability of a central repository of @-Change Control Flle modifications detected by analysis of file attributes "
the replication engine inform the application that it is okay to accept another write and @ ! Networkis busy or unavailable o . instrument data enables users throughout the enterprise the ability to perform various \iAdeq“ate Resources are Provided Disk space consumption & instrument utilization metrics tracked
: : : : . S : files are cached locally @ Data File is copied in real-time : . . : I :
process it. For a high transactional and real time acquisition applications, this process \ {0 Storage array j laboratory functions including LIMS data processing, off-line IDS data review and
can slow things down and in certain cases may interfere with acquisition itself. analysis as well as remote data access. Access to instrument data is granted through a * Feature requires integration with LIMS
Additionally, if this type of replication is required, bandwidth for transferring data ) controlled secure environment where users may not delete nor modify files stored on the
becomes an issue, and increasing the size of the pipe between the two disk-arrays is Flgure 1 instrument server. In the future, availability of a data replica may require that users
often necessary, and quite expensive. reexamine the definition of raw data (i.e. IDS local files versus replicated files) as well as
reconsider appropriate procedures for reprocessing analytical data.
Asynchronous Replication <ml version="1.0" encoding="utf-8"7
Asynchronous replication is the most common type of replication because of the nature Filesy
in which .it operates. [IDMS/FRMS™ is.an asynchronous replica’Fion product thqt runs Replication Stratedies _ | <File> : :
under Windows 2000/3 Server™ and Windows 2000/XP™ operating systems. Figure 1 <UserName>1tabani <Userane>
L : ¢ /lseriamexstat 1a</UserNames
§hows the overall process of asynchronous data replication using II.DMS/FRMS. In the Synchronous Replication Asynchronous Replication API 3000 AP| 4000 API 365 AutoSpec <DatasystemianespCl3</atasyst emianes
first step a user changes or creates a file on a local workstation or file server. As ¢IPAddress»172,16.8, 53¢/ TPAddressy
application data is written to the primary data store, the replication engine grabs that Source Target SauFce Target { Part 11 <F1 TeName»ABC-30, U0L</F1enames | |
write and sends it to the secondary disk-array. File changes are captured at the . &1 N — ora ~ Required “EPED“ETWE}E/W 2004 5:13:23 PMi</FileDaterine:
operating system level tagged with a GUID and then placed within MSMQ™ based ) > Information EI{HEE}
messaging queue for processing. Replication parameters may be set such that.the data & 3 clseriamest abans <Ls erames
writes are buffered locally in data queues and sent at certain times or when sufficient ] 4 M2 b 2 ¢/Userhamexstat1ia</Useriames
bandwidth is available. As this happens, and unlike synchronous replication, the =5 E ﬁ a <Datasystemname»PCL3</Datasystemames
application can continue to operate and acquire data, without waiting for a response £ L = = IDM/ERMS <IPACCress»172,16. 8, 33¢/IPAddress>
from the secondary disk-array to acknowledge that the write was successful. The ability Source Disk Target Disk Source Disk Target Disk o <F1 lenane>AgC-30. gl2</ Fﬂ?Na”:'E} : :
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to move a preset amount of data at a given point in time during a day coupled with the Array Array Array Array FRMS Instrument Server (Raid 5) ¢JFiles
ability to upllze onlly a portion of the bgndW|dth pipe betwegn repllcatloq sﬂgs are all Snapshot Replication : NAS /(iA;Ii\ldSSt)orage \\Server Filas /
cost-effective design features to consider when implementing data replication. m |
F _ —ly 100/1000 MB Fiqure 5
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Alternatively, a time based snap shot replication can also be used to construct the — ‘ J w
chronological history and life of a data file. One technology getting a good deal of Synehronous perfommance
attention today is “Snapshots”. A snapshot is a picture of what a file system looked like ate P oksacugan ﬁ ﬁ ( | | J The use of data replication tools such as IDMS/FRMS™ has proven to be a
at a given point in time. A snapshot contains a list of pointers to the files as they exist on g3 /G e - = = successful strategy for managing instrument data files generated from a laboratory
. . o . . .. o - = CATORS I Snapshot - 1 as of Monday 8:00 AM = | S = | S . . . -
a given file system. When a file in the file system changes, a copy of the original file is £ e il Snapshot - 2 as of Monday 8:15 AM D D instrument network (Figure 4). This approach has greatly facilitated 21 CFR Part 11
moved to the snapshot, thereby maintaining the same file subset that was created at the 2 snepshor - e orionday 5130 AN ' good electronic record keeping procedures particularly the management of
time of the snapshot. This technique is called “copy on write”. \ Increasing Load  EEGEG—_— znaﬁshot_s e of Monday 5-00AM J [@ [@ instrument raw data files. In order to take full advantage of the data replication
features it is essential that laboratory’s LIMS be fully integrated with the instrument
Figure 2 shows a graphical representation of these replication strategies. In this poster Figure 2 \ IDS Users Prj. Mngt. Group QA Review Group VPN Remote Users / server. In addition to extending this approach to other instrument platforms, future
we describe an asynchronous replication solution using [IDMS/FRMS™ file replication _ efforts will involve the integration of instrument server with an electronic laboratory
and mirroring software (Innovative Automation, Sacramento, CA). Flgure 4 notebook software and optical drive arrays to efficiently off-load data to near-line

optical storage.
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